
Create and deploy SaaS 
applications using Azure 

App Service



Who am I

Site Reliability Engineer (SRE) @ Warpnet

Security Specialist @ CJIB

Prior Azure experience limited to AZ-900



Let’s deploy a Laravel 
application



Create Web App + Database

Create Web App + Database on the 
PHP 8.0 runtime stack. This will 
result in the following resources:

• Resource group
• App Service plan
• App Service
• Virtual network
• Azure Database for MySQL – 

Flexible Server 
• Private DNS zone





Database connectivity

Default Azure application settings 
do not match with Laravel, e.g. 
AZURE_MYSQL_DBNAME à DB_DATABASE

Add additional environment 
variables for Laravel:
APP_DEBUG

APP_KEY

MYSQL_ATTR_SSL_CA



Deploy code

Let’s deploy the following Laravel 
project from a external repository:
github.com/Azure-
Samples/laravel-tasks

Takes a couple of minutes and ran 
into failing deployments 5/5 
times…



Let’s try again
using PHP 8.2



Generate database schema

Login to the container using SSH 
to run the required database 
migrations.



Change the site root

The Laravel application lifecycle 
begins in the ./public directory. The 
example project includes a new 
Nginx configuration.

Simply update the startup 
command.



Browse the app…



Let’s deploy Keycloak
using the CLI



Create the resource group

Start with creating a resource 
group to store all required 
resources.



Create the App Service Plan

Let’s create a App Service Plan 
based upon Linux and a cheap 
plan.



Create the Web App (container)

Create the Web App with the 
official container.





Let’s try again



By updating container start time limit

Let’s update the default
 

WEBSITES_CONTAINER_START_TIME_LIMIT 
from 230 to 1800 (max) to be able to 
start the Keycloak container.



Create a PostgreSQL - Flexible Server

Let’s first create a PostgreSQL 
server to store the Keycloak data.



Create a PostgreSQL database

Create a new PostgreSQL database 
for keycloak to use.



Update Keycloak settings

Update Keycloak settings by 
setting the required 12 application 
settings, e.g.:
KEYCLOAK_FRONTEND_URL

KEYCLOAK_ADMIN

KEYCLOAK_ADMIN_PASSWORD

KEYCLOAK_FRONTEND_URL

PROXY_ADDRESS_FORWARDING

DB_VENDOR

DB_ADDR

DB_USER

KC_PROXY

KC_HOSTNAME

…





According to a random person on the internet



Let’s try again
using a custom Dockerfile 



How to continue

Create a new Dockerfile that can 
be used to create a container 
including the needed certificate to 
allow the database connection. 



Use custom Docker image

1. Upload the image to an 
existing Docker registry.

2. Update the container in the 
Web App configuration.

1. Create an Azure container 
registry.

2. Login to the new registry.
3. Push the custom Docker 

image.
4. Update the container in the 

Web App configuration.





Let’s recap


