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Profit

• Fraud in sports and trade
• Theft
• Food safety by recording 

administering of medicine
• Administration of medical 

treatment by vetenarians



FDX-B frequency and modulation

• Band: 134.2kHz
• Encoding: biphase



FDX-B data structure



Buying (re)writable microchips



Spoofing
pm3 > lf fdxb clone --em

--country 528
--national 140000795552
--animal

pm3 > lf fdxb reader
[+] FDX-B / ISO 11784/5 Animal 
[+] Animal ID 528-140000795552
[+] National Code 140000795552

(0x2098B29BA0) 
[+] Country Code 528 - Kingdom of the

Netherlands 
[+] Reserved/RFU 0 (0x0000) 
[+] Animal bit set? True
[+] Data block? False [value 0x0] 
[+] RUDI bit? False 
[+] User Info? 0 (RFU) 
[+] Replacement No? 0 (RFU) 
[+] CRC-16 0xF283 (ok) 
[+] Raw 05 D9 4D 19 04 21 00 01



Registration
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