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Exercise: Listen up! 30m

Exercise

- Work in groups of 4,
- Listen very carefully, they might broadcast twice.

Goal
- Listen at least to one radio station,
- Choose whether you would want to receive messages from the P2000 network or monitor air traffic.'. /e
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Extra ”
- Try and receive weather satellite images with your RTL-SDR. (Google required)



Frequency regulations

Countries have different regulations.
Within the Netherlands, sending
signals on common frequencies is
illegal. Therefor a permit is required.
For equipment with limited reach and
low transmitting power no permit is
needed.

S0 IF YOU.COULD CHECK THE
COUNTRY FREQUENCY REGULATIONS

THAT'D BE GREAT



Hmh, please do clarify!

Product Model: XD-RF-5V Tabel1 Algemene toepassingen zoals bijvoorbeeld

telemetrie, telecommand, alarmering, data

. Frequentieband Vermogen/Veldsterkte Duty-cycle

B 13,553-13,567 MHz 42 dBuA/mop 10 mafstand -

40,660 - 40,700 MHz 10 mW e.r.p.

Transmitter: 433,050 - 434,790 MHz TmWe.rp.!

Technical parameters of o o owen we

Product Model: XD-EST F 863,000-865000MHz  25mW e.r.p. <0,1%’

Launch distance :20-200 meters (different voltage, different r -————

Operating voltage :3.5-12V 868,700 - 869,200 MHz 25mW e.r.p. <0,1%*

Dimensions: 19 * 19mm
Operating mode: AM
Transfer rate: 4KB / S

| Transmitting power: 10mW
Transmitting frequency: 433M
Pinout from left — right: (DATA; VCC; GND) We |ega| (:

K1 869,400 - 869,650 MHz 500 mW e.r.p. 25 kHz? <10 %?




Example: Fixed Code (1/3)

Devices using a fixed code are vulnerable to a replay and bruteforce attack. The
attacker can simple record and replay the signal.

Using a bruteforce approach requires knowledge about the modulation type
(FFCID).

AON |4 AOFF

AON




Example: Fixed Code (2/3)

Instead of using an SDR to record the ~ Receiver  Transmitter  Power switch
signal you can also use a cheap
receiver to listen to the fixed codes.

For more popular devices such as
‘Klik Aan Klik Uit you will even find
libraries:

kakuarduino



https://code.google.com/archive/p/kakuarduino/

Example: Fixed Code (3/3)

REGISTER

Most devices will repeat the " TR R | I T O
fixed code several times.

Instead of repeating them, you can dolo

simple send each code once.

You might want to check of the ol o

De Bruijn sequence...



https://en.wikipedia.org/wiki/De_Bruijn_sequence

Example: Passive IMSI Catcher (1/5)

The passive International Mobile Subscriber Identity (IMSI) catcher works by
capturing an IMSI| number when a phone initializes a connection to a base
station. To protect the privacy of the user all subsequent communication is done
with a random Temporary Mobile Subscriber Identity (TMSI) number.

Active IMSI catchers perform a man in the middle attack and are definitely illegal!

Passive .f | | Active

((-)) /é\ _f_ ((.))




Example: Passive IMSI Catcher (2/5)

Scan for nearby base stations:

File Edit View Search Terminal

19:27 $ sudo grgsm_scanner

Help

Llinux; GNU C++ version 7.3.0; Boost_106501;

ARFCN: 976, Freq: 925.4M,

ARFCN: 978, Freq: 925.8M,
ARFCN: 1022, Freq: 934.6M,
ARFCN: 5, Freg: 936.0M,
ARFCN: 16, Freq: 938.2M,

Frequency

CID:
CID:
CID:
CID:
CID:

10353,
60563,
60564,
146836,
46837,

LAC:
LAC:
LAC:
LAC:
LAC:

UHD_003.

210,
210,
210,

3220,

3220,

010.003.000-0—-unknown

204,
204,
204,
204,
204,

Power



Example: Passive IMSI Catcher (3/5)

Using github.com/Oros42/IMSI-catcher to sniff IMSI numbers (will automatically
scan and select a base station):

File Edit View Search Terminal Help
sudo python simple_IMSI-catcher.py
Nb IMSI ; TMSI-1 ; TMSI-2 = ; country ; brand ; operator ; MCC ; MNC ; LAC ; Cellld
> 2 - ; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands
; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands
; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands
; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands
; Germany ; Vodafone ; Vodafone D2 GmbH ; 204 ; 08 . 3220 ; 46836
; Netherlands (Kingdom of the Netherlands) ; Lycamobile ; Lycamobile Netherlands Limited ;
; Poland ; Play ; P4 Sp. z o.o0. ;204 ; 08 ; 3220 ; 46836

; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands
; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands

; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands
; Netherlands (Kingdom of the Netherlands) ; Telfort ; KPN Mobile The Netherlands
; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands
; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands
; Denmark (Kingdom of Denmark) ; Telenor ; Telenor Denmark ; 204 ; 08 ~
; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands
; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands
; Poland ; Play ; P4 Sp. z o.o0. ; 204 ; 08 . 3220 ; 46836

; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands
; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands
; Netherlands (Kingdom of the Netherlands) ; KPN ; KPN Mobile The Netherlands

o -
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https://github.com/Oros42/IMSI-catcher

Example: Passive IMS

The GSM traffic can be viewed in
Wireshark, the 'icmp && e212.imsti
filter will only show packets that
contain IMSI| numbers.

| Catcher (4/5)

Capturing from Loopback

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools
AW a4 e X € R &= = &

(O
licmp && gsmtap

Help

QaQrE

[X]=] '] Expression... +
Time ~ Source Destination Protocol Lengtt Info =
.. 1359.0802889.. 127.0.0 127.0.0.1 LAPDm 81 U, fun '1(cccu)' (RR) System Information Type 5
.. 1359.0837639... 0.0 0.1 LAPDm 811, N(R N(S)=0 (Fragment)
... 1359.1316673... 0.0 0.1 LAPDm 81 I, N(R)=8, =1
. 1359.1361607.. 0.0 0.1 GSMTAP 81 (CCCH) (RR) System Information Type 3
... 1359.1406283... 0.0. 0.1 LAPDm 81 I, N(R)=8, N(S)=
... 1359.1454165... .0.0. .0.1 GSMTAP 81 (CCCH) (RR) Immedlate Assignment
.. 1359.1491002... 0.0. .0.0.1 LAPD 81 I, N(R)=2, N(S)=0 (Fragment)
.. 1359.1868895 0.0 .0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
.. 1359.1869518. 0.0 0.1 LAPDM 81 I, N(R)=2, N(S)=0 (Fragment)
1359.1946464. 0.6 0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
1359. 0.0 0.1 LAPDM 811, N(R N(S)=0 (Fragment)
2 1
.. 1359.2067102.. .0.0. 0.1

N(S)=3 (Fragment)

Frame 113557: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface ©
Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
Internet Protocol Version 4, Src: 127.0.6.1, Dst: 127.0
User Datagram Protocol, Src Port: 59845, Dst Port: 4729
GSM TAP Header, ARFCN: 5 (Downlink), TS: 1, Channel: SDCCH/8 (5)
Link Access Procedure, Channel Dm (LAPDm)
GSM A-I/F DTAP - Location Updating Request
» Protocol Discriminator: Mobility Management messages (5)
00.. .... = Sequence number: ©
..00 1000 = DTAP Mobility Management Message Type: Location Updating Request (©x08)
» Ciphering Key Sequence Number
» Location Updating Type - Normal
» Location Area Identification (LAI)
» Mobile Station Classmark 1

{vvwvvww

| fiobile Tdentity - IAST (204000
U0 00 00 00 G0 6O 00 G0 G0 0O GO PO 00 08 0O 45 00 E
00 43 58 aO 40 00 40 11 e4 07 7f 00 00 01 7f 00 cX-@-@
00 01 e9 c5 12 79 00 2f fe 42 02 04 01 01 00 05 y/ ‘B
3 dd 60 00 16 80 4a 08 0@ 05 bd 01 73 49 05 08 70 J sI--p
BG4B 02 4 80 ff fe 53 [N D 2z - G

8c

@ 7 Textitem (text), 9 bytes Packets: 136730 - Displayed: 136265 (99.7%)  Profile: Default



Example: Passive IMSI Catcher (5/5)

Problems occur when you can associate an IMSI
number with an individual.

Mobile apps can access a device’s IMSI| number,
e.g. getSubscriberId on Android...


https://developer.android.com/reference/android/telephony/TelephonyManager#getSubscriberId()

Example: Rolling Code (1/3)

Rolling code is used in keyless entry systems to prevent replay attacks. The car
and keyfob use a pseudorandom number generator.

BAD PACKET LOST PACKET

e _ 11240 l 1238 || 11235 || 1234




Example: Rolling Code (2/3)

Jam the vehicle’s frequency and intercept two codes. Stop jamming an
Immediately send the first received code so the owner won'’t notice anything...

| JAMMING

The second captured code is still usable and can be used as long as the owner
doesn’t (un)lock the vehicle.



Example: Rolling Code (3/3)

Used hardware: two YARD Stick One’s (Yet Another Radio Dongle), which can
transmit and receive digital wireless signals at frequencies below 1 GHz.

The YARD Stick One come with RfCat firmware
tnstalled. RfCat allows you to control the wireless
transceiver from an interactive Python shell.

YARD Stick One !'= SDR



https://github.com/atlas0fd00m/rfcat

Hello Barbie! (1/3)

Let’s take a closer look at Barbie...

ONE TIME APP DOWNLOAD
AND WIFI CONNECTION
REQUIRED FOR 2-WAY
CONVERSATION

CHARGING STAND
INCLUDED
5 .

DOLLS AVAILABLE IN
THREE SKIN TONES

o‘l@




Document Type Available
User manual-2 Users Manual 2015-10-16
Adobe Acrobat PDF (237 kB)
. User manual-1 Users Manual 2015-10-16
I I e I I O B a r b I e ' : !/3 Adobe Acrobat PDF (4139 kB) 2015-10-20
L Tune up procedure Parts ListTune Up Info 2015-10-16
Adobe Acrobat PDF (25 kB)
Letter MCL Cover Letter(s) 2015-10-16
Adobe Acrobat PDF (32 kB)
FCC ID: PIYDKF74-15A5W
Adobe Acrobat PDF (64 kB)
Channel statement Cover Letter(s) 2015-10-16
Adobe Acrobat PDF (32 kB)
.
Searchable FCC ID Database: e
Internal photos ,
. .
fCC I d IO Setup photos 2015-10-16
———— 2015-10-20
SZEM150800520001-revised 2015-10-16
SZEM150800520002 -rev2 Exte m al p h otos 2015-10-16
Label 2015-10-16
Internal photos Internal Photos 2015-10-16
Adobe Acrobat PDF (1999 kB)
External photos External Photos 2015-10-16
Adobe Acrobat PDF (1418 kB)
5200CR PBA Cover Letter(s) 2015-10-16
Adobe Acrobat PDF (157 kB)

Operating Frequencies

Frequency Range Power Output Rule Parts Line Entry

2.412-2.462 GHz @ 79 mw 15C 1



https://fccid.io/

Hello Barbie! (3/3)




Exercise: Ring the Doorbell 60m

Exercise

- Work in groups of 4,
- Finish assignment 1 till 7 from chapter 3.

Goal

- Ring the doorbell by recording the signal, demodulation in Audacity and writing your own doorbell script.

°)
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